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1
ENGINE FOR PROCESSING CONTENT
RULES ASSOCIATED WITH LOCATIONS IN
A PAGE

FIELD OF THE INVENTION

The present invention relates generally to network commu-
nications and, more particularly, but not exclusively to facili-
tating communication between network applications and cli-
ent devices.

BACKGROUND OF THE INVENTION

The global wireless market has been experiencing tremen-
dous growth over recent years. This growth includes an
increased demand for data services, such as Internet brows-
ing, text messaging, multi-media messaging, and email.
There also has been a proliferation of types and models of
wireless devices.

Client devices differ from each other in a number of ways,
including screen size, color capabilities, communication pro-
tocols, character sets, markup languages, and input mecha-
nisms. Network carriers may also employ differing commu-
nication protocols or have other specifications that impact
communication. Data services, such as web sites, email pro-
viders, and others are faced with tasks of handling these
differences. Network application developers may find it use-
ful to have systems and methods that facilitate communica-
tion with client devices, while aiding in the tasks related to
handling the variety of client devices and network carriers.

The generation of pages, such as web pages or application
pages, for delivery to client devices, may involve a high
degree of complexity. A page may be changed in a number of
ways prior to delivery to client devices. These include such
changes as inserting an advertisement, altering a page header,
updating text or graphic content, or otherwise changing the
content or layout of a page. The process of making changes,
tracking the changes, and verifying correctness of updates
may require a large investment of time. The process is also
prone to errors. It is desirable to have efficient mechanisms
for managing these processes, and reducing errors. Therefore,
it is with respect to these considerations and others that the
present invention has been made.

BRIEF DESCRIPTION OF THE DRAWINGS

Non-limiting and non-exhaustive embodiments of the
present invention are described with reference to the follow-
ing drawings. In the drawings, like reference numerals refer
to like parts throughout the various figures unless otherwise
specified.

For a better understanding of the present invention, refer-
ence will be made to the following Detailed Description,
which is to be read in association with the accompanying
drawings, wherein:

FIG. 1 is a system diagram of one embodiment of an
environment in which the invention may be practiced;

FIG. 2 shows one embodiment of a mobile device that may
communicate with a system implementing the invention;

FIG. 3 shows one embodiment of a computing device that
may be included in a system implementing the invention;

FIG. 4 is a logical flow diagram generally showing one
embodiment of a process for processing requests from a client
device;

FIG. 5 is a system diagram of one embodiment of a system
in which the invention may be practiced;
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FIG. 6 is alogical flow diagram generally showing, in more
detail, a portion of the process illustrated in FIG. 4;

FIG. 7 is alogical flow diagram generally showing, in more
detail, another portion of the process illustrated in FIG. 4;

FIG. 8 shows a system for processing rule specifications in
accordance with an embodiment of the invention;

FIG. 9 shows a system for processing pages based on rules,
in accordance with one embodiment of the invention; and

FIG. 10 is a logical flow diagram generally showing one
embodiment of a process for processing pages based on rules,
in accordance with one embodiment of the invention.

DETAILED DESCRIPTION OF THE INVENTION

The present invention now will be described more fully
hereinafter with reference to the accompanying drawings,
which form a part hereof, and which show, by way of illus-
tration, specific exemplary embodiments by which the inven-
tion may be practiced. This invention may, however, be
embodied in many different forms and should not be con-
strued as limited to the embodiments set forth herein; rather,
these embodiments are provided so that this disclosure will be
thorough and complete, and will fully convey the scope of the
invention to those skilled in the art. Among other things, the
present invention may be embodied as methods or devices.
Accordingly, the present invention may take the form of an
entirely hardware embodiment, an entirely software embodi-
ment or an embodiment combining software and hardware
aspects. The following detailed description is, therefore, not
to be taken in a limiting sense.

Throughout the specification and claims, the following
terms take the meanings explicitly associated herein, unless
the context clearly dictates otherwise. The phrase “in one
embodiment” as used herein does not necessarily refer to the
same embodiment, though it may. Furthermore, the phrase
“in another embodiment” as used herein does not necessarily
refer to a different embodiment, although it may. Thus, as
described below, various embodiments of the invention may
be readily combined, without departing from the scope or
spirit of the invention.

In addition, as used herein, the term “or” is an inclusive
“or” operator, and is equivalent to the term “and/or,” unless
the context clearly dictates otherwise. The term “based on” is
not exclusive and allows for being based on additional factors
not described, unless the context clearly dictates otherwise. In
addition, throughout the specification, the meaning of “a,”
“an,” and “the” include plural references. The meaning of
“in” includes “in” and “on.”

As used herein, the term “receiving” an item, such as a
request, response, or other message, from a device or com-
ponent includes receiving the message indirectly, such as
when forwarded by one or more other devices or components.
Similarly, “sending” an item to a device or component
includes sending the item indirectly, such as when forwarded
by one or more other devices or components.

As used herein, the term “mobile identification number”
(MIN) refers to a number that uniquely identifies a mobile
device within a mobile carrier’s network. A cellular tele-
phone’s phone number may be used as an MIN.

As used herein, the term “client application” refers to an
application that runs on a client device. A client application
may be written in one or more of a variety of languages, such
as ‘C’, ‘C++’, ‘I2ME’, ‘Brew’, Java, and the like. Browsers,
email clients, text messaging clients, calendars, and games
are examples of client applications.

As used herein, the term “network application” refers to a
computer-based application that communicates, directly or
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indirectly, with at least one other component across a net-
work. Web sites, email servers, messaging servers, and game
servers are examples of network applications.

As used herein, the term “uniform resource identifier”
(URI) refers to an identifier used to identify an abstract or
physical resource. The term URI includes uniform resource
locators (URL) and uniform resource names (URN). Request
for Comments (RFC) 3986, a copy of which can be found at
http://www.ietf.org/rfc/rfc3986.txt?number=3986, describes
a syntax fora URI. As used herein, the term URI is not limited
to this syntax, and may include other syntaxes.

Briefly stated the present invention is directed towards
enabling network applications to process and respond to
requests from client devices. The system and methods of the
invention centralize portal business logic, enabling network
applications to focus more on the application-specific logic,
with less of the complexity required when responding to
heterogeneous portals, client devices, carriers, and the like.
The system and methods of the invention facilitate the extrac-
tion of data from a request, the determination of data that is
desirable to process the request, and the retrieval of various
types of data associated with the request, including data asso-
ciated with the client device and associated network carrier.
The system and methods of the invention further facilitate the
determination of data that is desirable in order to generate a
response to the request, and the retrieval of various types of
datato be used in generating the response and communicating
the response to a client device. The system and methods of the
invention further provide a network application with a mecha-
nism for generating a response which is not necessarily tai-
lored to the specifications and capabilities of the client device
or its associated network gateway, while providing a mecha-
nism for enhancing the response for the client device or
network gateway.

The present invention includes the use of configuration
data related to attributes of a variety of client devices and
network carriers and methods of storing and retrieving the
configuration data. It also includes the storage and retrieval of
data associated with each client device, including information
that may be included in HTTP cookies.

The present invention facilitates session management,
enabling a network application to process multiple requests
or communications with a client device or user. It enables
network applications to employ cookies associated with ses-
sions with a variety of client devices, including client devices
that may not support cookies or may not provide unique
identifying information.

The present invention enables an Internet application to
retrieve data that is to be used for processing a request from a
client device. The system may maintain and use some data
without providing it to the network application. The system
processes requests prior to forwarding them to the appropri-
ate network application, and processes responses generated
by the Internet application, prior to forwarding the responses
to the client device. In this way, the system reduces a portion
of the work that is to be performed by the application during
the request processing, including processing that is particular
to a subset of client devices or network carriers. In this way, a
network application is enabled to implement the features of
the application and reduce the complexity of its processes as
relating to the heterogeneous technology of client devices and
network carriers. Generally, the system manages client device
attributes and capabilities that may not be in common across
all client devices, and processes responses based on this infor-
mation.

One aspect of the present invention is directed towards
facilitating the specification of content that is to be sent to a
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client device, as well as the layout, formatting, and other
parameters that prepare a page for delivery. The system and
methods of the invention further facilitate the specification,
maintenance, and execution of logic that controls manipula-
tion and transformation of content. The system and methods
of the invention further provide a mechanism for testing the
specifications prior to installation and use in its intended
environment.

One aspect of the present invention includes the specifica-
tion and use of a set of rules describing the content, layout,
and logic that is to be employed in the generation of pages.
The logic facilitates selective manipulation of content based
onanumber of criteria selected from the environment, includ-
ing the destination of the content. This allows the accommo-
dation of differing specifications of client devices, differing
classes of users, and a number of other ways in which content
may be customized. It further provides a mechanism in which
transformations can be tracked, reversed, or selectively per-
formed based on a number of criteria.

One aspect of the invention includes a rule engine that
performs tests of an environment based on a set of rules.
When a rule match is found, an action specified by the rule is
performed. The action may specify a portion of data to be
inserted on to a page. The data may specify content, layout
parameters, or other specifications. The rule engine may be
employed to selectively transform a page in a number of
ways, or to selectively perform actions that modify the envi-
ronment.

In one aspect of the invention, prior to executing the rule
engine, an offline process is performed to prepare the rule set
and to optimize the rule execution process. A rules collator
and rules optimizer are employed to retrieve, parse, validate,
and optimize a set of rules, and to compile them into an
efficient, computer-readable code. A resultant set of instruc-
tions represents the desired rules, and is used by the rule
engine as described above.

One aspect of the invention enables network application
developers, advertisers, and content providers to deliver con-
tent and reduce the complexity of its processes as relating to
the heterogeneous technology of client devices, network car-
riers, the business logic required by advertisers and third party
vendors.

Tlustrative Operating Environment

FIG. 1 shows components of one embodiment of an envi-
ronment in which the invention may be practiced. Not all the
components may be required to practice the invention, and
variations in the arrangement and type of the components
may be made without departing from the spirit or scope of the
invention. As shown, system 100 of FIG. 1 includes client
devices, in particular mobile devices 102-108, networks 130-
132, network gateways 110-112, network application gate-
waynetwork application gateway 114, connectors 116-120,
and web services 122-128.

One embodiment of mobile devices 102-108 is described
in more detail below in conjunction with FIG. 2. Generally,
however, mobile devices 102-108 may include virtually any
portable computing device capable of receiving and sending
a message over a network, such as networks 110-112, or the
like. Mobile devices 102-108 may also be described generally
as client devices that are configured to be portable. Mobile
devices 102-108 may have the capability of connecting to a
network using wireless technology, wired connections, or a
combination of both wired and wireless connections. Thus,
mobile devices 102-108 may include virtually any portable
computing device capable of connecting to another comput-
ing device and receiving information. Such devices include
portable devices such as, cellular telephones, smart phones,
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display pagers, radio frequency (RF) devices, infrared (IR)
devices, Personal Digital Assistants (PDAs), handheld com-
puters, laptop computers, wearable computers, tablet com-
puters, digital home set-top devices, integrated devices com-
bining one or more of the preceding devices, and the like. As
such, mobile devices 102-108 typically range widely in terms
of capabilities and features. For example, a cell phone may
have a numeric keypad and a few lines of monochrome LCD
display on which only text may be displayed. In another
example, another cell phone or web-enabled mobile device
may have a touch sensitive screen, a stylus, and several lines
of'color LCD display in which both text and graphics may be
displayed.

A web-enabled client device may include a browser appli-
cation that is configured to receive and to send web pages,
web-based messages, and the like. The browser application
may be configured to receive and display graphics, text,
video, multimedia, and the like, employing virtually any web
based language or protocol, including a wireless application
protocol messages (WAP), and the like. In one embodiment,
the browser application is enabled to employ Handheld
Device Markup Language (HDML), Wireless Markup Lan-
guage (WML), WML Script, JavaScript, Standard General-
ized Markup Language (SMGL), HyperText Markup Lan-
guage (HTML), eXtensible Markup Language (XML), and
the like, to display and send a message.

Mobile devices 102-108 may include one or more other
client applications that are configured to receive content from
another computing device. The client application may
include a capability to provide and receive textual content,
graphical content, audio content, video content, and the like.
The client application may further provide information that
identifies itself, including a type, capability, name, and the
like. In one embodiment, mobile devices 102-108 may
uniquely identify themselves through any of a variety of
mechanisms, including a phone number, Mobile Identifica-
tion Number (MIN), an electronic serial number (ESN), or
other mobile device identifier. In one embodiment, a mobile
device may store and send cookies with identifying data that
may identify the device or device user. The information may
also indicate a content format that the mobile device is
enabled to employ. Such information may be provided in a
message, or the like, sent to network application gatewaynet-
work application gateway 114, connectors 116-120, or other
computing devices.

Mobile devices 102-108 may also be configured to com-
municate a message, such as through Short Message Service
(SMS), Multimedia Message Service (MMS), instant mes-
saging (IM), internet relay chat (IRC), Mardam-Bey’s IRC
(mIRC), Jabber, and the like, between another computing
device, such as network application gatewaynetwork appli-
cation gateway 114, connectors 116-120, or the like. How-
ever, the present invention is not limited to these message
protocols, and virtually any other message protocol may be
employed.

Mobile devices 102-108 may be further configured to
enable a user to participate in communications sessions, such
as IM sessions. As such, mobile devices 102-108 may include
a client application that is configured to manage various
actions on behalf of the client device. For example, the client
application may enable a user to interact with the browser
application, email application, IM applications, SMS appli-
cation, and the like.

Mobile devices 102-108 may further be configured to
include a client application that enables the end-user to log
into an end-user account that may be managed by a network
application, such as connectors 116-120. Such end-user
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account, for example, may be configured to enable the end-
user to receive emails, send/receive IM messages, SMS mes-
sages, access selected web pages, participate in a social net-
working activity, or the like.

Networks 130-132 are configured to couple mobile devices
102-104 and 106-108, respectively and its components with
network gateways 110-112, respectively. Networks 130-132
may include any of a variety of wireless sub-networks that
may further overlay stand-alone ad-hoc networks, and the
like, to provide an infrastructure-oriented connection for
mobile devices 102-108. Such sub-networks may include
mesh networks, Wireless LAN (WLAN) networks, cellular
networks, and the like. Additionally, networks 130-132 may
connect to mobile devices with a wired connection, such as
cable, phone lines, Ethernet wires, and the like. The invention
may be used either generally with networks, specifically with
wireless networks, or with various combinations of wireless
and wired networks. Networks 130 and 132 may be com-
pletely distinct from each other, may share components, or
may be the same network.

Networks 130-132 may further include an autonomous
system of terminals, gateways, routers, and the like connected
by wireless radio links, and the like. These connectors may be
configured to move freely and randomly and organize them-
selves arbitrarily, such that the topology of networks 130-132
may change rapidly.

Networks 130-132 may further employ a plurality of
access technologies including 2nd (2G), 3rd (3G) generation
radio access for cellular systems, WLAN, Wireless Router
(WR) mesh, and the like. Access technologies such as 2G, 3G,
and future access networks may enable wide area coverage
for mobile devices, such as mobile devices 102-108 with
various degrees of mobility. For example, networks 130-132
may enable a radio connection through a radio network access
such as Global System for Mobil communication (GSM),
General Packet Radio Services (GPRS), Enhanced Data
GSM Environment (EDGE), Wideband Code Division Mul-
tiple Access (WCDMA), and the like. In essence, networks
130-132 may include virtually any communication mecha-
nism by which information may travel between mobile
devices 102-108 and another computing device, network, and
the like.

Network gateways 110-112 are computing devices that
serve as intermediaries between client devices 102-108 and
other network devices, such as network application gate-
waynetwork application gateway 114, and connectors 116-
120. A network gateway 110-112 may be owned or main-
tained by a network carrier, such as a wireless carrier, and be
associated with the network carrier. Network gateway 110-
112 may reside within a network carrier’s network, or may be
external to the network. A network gateway may receive data
from a device or network, transform the data, and forward the
data to another device or network. A network gateway may
perform a transformation in more than one direction. Trans-
formation may, for example, include modifying protocols or
communications mechanisms in order to facilitate communi-
cation between two devices or two networks, each of which
may employ differing protocols. A WAP gateway is one type
of network gateway. A WAP gateway may facilitate commu-
nication between a first device that uses the Wireless Appli-
cation Protocol (WAP), and a second device. The second
device may, for example, communicate using the HyperText
Transfer Protocol (HTTP). An SMS gateway is a network
gateway that facilitates communication between a device
using the Short Message Service (SMS) protocol and another
device, such as one using HT'TP. A WAP and SMS gateway
combines the features of a WAP gateway and an SMS gate-
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way. Network gateways 110-112 may include a WAP gate-
way, an SMS gateway, or other types of network gateways or
combinations thereof.

Network gateways 110-112 may have different function-
ality or different attributes from each other. For example, each
may use a different protocol, including a different version of
a protocol, from the other. Each network gateway may have
different software, different software versions, or different
hardware that results in differences in communications or
functionality. For example, one network gateway may have a
version of software that has a particular bug in it, while the
other may have a newer version without the bug, whereas the
bug may cause differences in communications. Network
gateways may also differ in their security features, such that
one filters out or modifies a communication while another one
allows a similar communication to be forwarded without the
modification.

FIG. 1 shows network gateways 110 and 112 communicat-
ing with network application gatewaynetwork application
gateway 114, network application gatewaynetwork applica-
tion gateway communicating with each of connectors 116-
120, and connectors 116-120 each communicating with one
or more of web services 122-128. Each of these communica-
tions may employ a direct connection, or one or more net-
works, or a combination thereof.

A network enabling any one or more of the above commu-
nications may employ any form of computer readable media
for communicating information from one electronic device to
another. Also, the network can include the Internet in addition
to local area networks (LANs), wide area networks (WANSs),
direct connections, such as through a universal serial bus
(USB) port, other forms of computer-readable media, or any
combination thereof. On an interconnected set of LANSs,
including those based on differing architectures and proto-
cols, arouter acts as a link between LANs, enabling messages
to be sent from one to another. Also, communication links
within LANs typically include twisted wire pair or coaxial
cable, while communication links between networks may
utilize analog telephone lines, full or fractional dedicated
digital lines including T1, T2, T3, and T4, Integrated Services
Digital Networks (ISDNs), Digital Subscriber Lines (DSLs),
wireless links including satellite links, or other communica-
tions links known to those skilled in the art. Furthermore,
remote computers and other related electronic devices could
be remotely connected to either LANs or WANs via a modem
and temporary telephone link. In essence, the network
includes any communication method by which information
may travel between network gateways 110-112, network
application gateway 114, connectors 116-120, web services
122-128, and other computing devices.

Additionally, communication media typically embodies
computer-readable instructions, data structures, program
modules, or other data in a modulated data signal such as a
carrier wave, data signal, or other transport mechanism and
includes any information delivery media. The terms “modu-
lated data signal,” and “carrier-wave signal” includes a signal
that has one or more of its characteristics set or changed in
such a manner as to encode information, instructions, data,
and the like, in the signal. By way of example, communica-
tion media includes wired media such as twisted pair, coaxial
cable, fiber optics, wave guides, and other wired media and
wireless media such as acoustic, RF, infrared, and other wire-
less media.

One embodiment of network application gateway 114 is
described in more detail below in conjunction with FIG. 3.
Briefly, however, network application gateway 114 may
include any computing device capable of connecting to one or
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both of network gateways 110-112, as well as additional
network gateways, to enable network applications or web
sites to process and respond to requests from client devices.

Devices that may operate as network application gateway
114 include personal computers desktop computers, multi-
processor systems, microprocessor-based or programmable
consumer electronics, network PCs, servers, and the like, or
any combination thereof.

Although FIG. 1 illustrates network application gateway
114 as a single computing device, the invention is not so
limited. For example, one or more functions of network appli-
cation gateway 114 may be distributed across one or more
distinct computing devices. For example, receiving requests,
extracting information from requests, retrieving data associ-
ated with requests or with client devices and network gate-
ways, sending requests and associated data to connectors,
receiving responses, processing, enhancing, and formatting
responses, and sending responses to requesting devices, or the
like, may be performed by a plurality of computing devices,
without departing from the scope or spirit of the present
invention.

As illustrated in FIG. 1, network application gateway 114
communicates with one or more connectors 116-120. Con-
nectors are network applications that may include business
logic and presentation logic. This logic may include decisions
on how to respond to a request, what information to present in
a response, and how to present the information. The presen-
tation decisions may include decisions as to how a response
page may appear, or where on a page information may appear.
Connectors communicate with other computing devices,
such as mobile devices 102-108. As discussed in further detail
below, connectors 116-120 may receive requests, process the
requests, and respond to the requests. The requests may
include requests for information, requests to perform an
action, requests to store or retrieve data, requests to commu-
nicate with other computing devices, and the like, or combi-
nations thereof. In response to requests, connectors 116-120
may communicate with other data storage devices or comput-
ing devices, such as web services 122-128.

Connectors 116-120 may include any computing device
capable of communicating with other computing devices and
performing the functions described herein. Connectors 116-
120 may include software programmed to facilitate these
functions. A connector may be considered to be a computing
device, software residing on a computing device, or a com-
bination thereof. A computing device may include one or
more connectors. A connector may include one or more com-
puting devices.

Web services 122-128 represents a variety of services that
may provide information or perform actions in response to
requests from client devices. Such services include, but are
not limited to information services, third-party services,
audio services, video services, email services, IM services,
SMS services, VOIP services, calendaring services, photo
services, or the like. These services may provide a variety of
content, such as news, stock data, web postings, and the like.
The services may also provide individualized services such as
banking, financial management, educational services, shop-
ping, and the like. Devices that may operate as web services
122-128 include personal computers desktop computers,
multiprocessor systems, microprocessor-based or program-
mable consumer electronics, network PCs, servers, and the
like. A web service may be in a single location, or geographi-
cally distributed. A single computing system may provide one
or more web services, and a web service may employ one or
more computing systems.
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Ilustrative Mobile Client Environment

FIG. 2 shows one embodiment of mobile device 200 that
may be included in a system implementing the invention.
Mobile device 200 may include many more or less compo-
nents than those shown in FIG. 2. However, the components
shown are sufficient to disclose an illustrative embodiment
for practicing the present invention. Mobile device 200 may
represent, for example, mobile devices 102-108 of FIG. 1.

As shown in the figure, mobile device 200 includes a pro-
cessing unit (CPU) 222 in communication with a mass
memory 230 via a bus 224. Mobile device 200 also includes
a power supply 226, one or more network interfaces 250, an
audio interface 252, a display 254, a keypad 256, an illumi-
nator 258, an input/output interface 260, a haptic interface
262, and an optional global positioning systems (GPS)
receiver 264. Power supply 226 provides power to mobile
device 200. A rechargeable or non-rechargeable battery may
be used to provide power. The power may also be provided by
an external power source, such as an AC adapter or a powered
docking cradle that supplements and/or recharges a battery.

Mobile device 200 may optionally communicate with a
base station (not shown), or directly with another computing
device. Network interface 250 includes circuitry for coupling
mobile device 200 to one or more networks, and is con-
structed for use with one or more communication protocols
and technologies including, but not limited to, global system
for mobile communication (GSM), code division multiple
access (CDMA), time division multiple access (TDMA), user
datagram protocol (UDP), transmission control protocol/In-
ternet protocol (TCP/IP), SMS, general packet radio service
(GPRS), WAP, ultra wide band (UWB), IEEE 802.16 World-
wide Interoperability for Microwave Access (WiMax), SIP/
RTP, or any of a variety of other wireless communication
protocols. Network interface 250 is sometimes known as a
transceiver, transceiving device, or network interface card
(NIC).

Audio interface 252 is arranged to produce and receive
audio signals such as the sound of a human voice. For
example, audio interface 252 may be coupled to a speaker and
microphone (not shown) to enable telecommunication with
others and/or generate an audio acknowledgement for some
action. Display 254 may be a liquid crystal display (LCD),
gas plasma, light emitting diode (LED), or any other type of
display used with a computing device. Display 254 may also
include a touch sensitive screen arranged to receive input
from an object such as a stylus or a digit from a human hand.

Keypad 256 may comprise any input device arranged to
receive input from a user. For example, keypad 256 may
include a push button numeric dial, or a keyboard. Keypad
256 may also include command buttons that are associated
with selecting and sending images. [lluminator 258 may pro-
vide a status indication and/or provide light. [lluminator 258
may remain active for specific periods of time or in response
to events. For example, when illuminator 258 is active, it may
backlight the buttons on keypad 256 and stay on while the
client device is powered. Also, illuminator 258 may backlight
these buttons in various patterns when particular actions are
performed, such as dialing another client device. [lluminator
258 may also cause light sources positioned within a trans-
parent or translucent case of the client device to illuminate in
response to actions.

Mobile device 200 also comprises input/output interface
260 for communicating with external devices, such as a head-
set, or other input or output devices not shown in FIG. 2.
Input/output interface 260 can utilize one or more communi-
cation technologies, such as USB, infrared, Bluetooth™, or
the like. Haptic interface 262 is arranged to provide tactile
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feedback to a user of the client device. For example, the haptic
interface may be employed to vibrate mobile device 200 in a
particular way when another user of a computing device is
calling.

Optional GPS transceiver 264 can determine the physical
coordinates of mobile device 200 on the surface of the Earth,
which typically outputs a location as latitude and longitude
values. GPS transceiver 264 can also employ other geo-posi-
tioning mechanisms, including, but not limited to, triangula-
tion, assisted GPS (AGPS), E-OTD, CI, SAL ETA, BSS orthe
like, to further determine the physical location of mobile
device 200 on the surface of the Earth. It is understood that
under different conditions, GPS transceiver 264 can deter-
mine a physical location within millimeters for mobile device
200; and in other cases, the determined physical location may
be less precise, such as within a meter or significantly greater
distances. In one embodiment, however, mobile device may,
through other components, provide other information that
may be employed to determine a physical location of the
device, including for example, a MAC address, IP address, or
the like.

Mass memory 230 includes a RAM 232, a ROM 234, and
other storage means. Memory 230 may include a volatile
memory, a non-volatile memory such as flash memory, or
both. Memory 230 may include a non-volatile memory that is
easily removable by a user. Mass memory 230 illustrates
another example of computer storage media for storage of
information such as computer readable instructions, data
structures, program modules or other data. Mass memory 230
stores a basic input/output system (“BIOS”) 240 for control-
ling low-level operation of mobile device 200. The mass
memory also stores an operating system 241 for controlling
the operation of mobile device 200. It will be appreciated that
this component may include a general purpose operating
system such as a version of UNIX, or LINUX™, or a special-
ized client communication operating system such as Win-
dows Mobile™, or the Symbian® operating system. The
operating system may include, or interface with a Java virtual
machine module that enables control of hardware compo-
nents and/or operating system operations via Java application
programs.

Memory 230 further includes one or more data storage
components 244, which can be utilized by mobile device 200
to store, among other things, applications 242 and/or other
data. For example, data storage 244 may also be employed to
store information that describes various capabilities of
mobile device 200. The information may then be provided to
another device based on any of a variety of events, including
being sent as part of a header during a communication, sent
upon request, or the like. Moreover, data storage 244 may also
be employed to store a user’s personal preferences, such as
preferred colors, security parameters, audio preferences, or
the like. Some personal preferences may relate to how pages
or other information is received and displayed on the display
254. Data storage may also include data that is received from
aweb site or application and is passed back to the web site or
application. This information may be referred to as a
“cookie”. An HTTP cookie is a cookie that mostly conforms
to the HTTP protocol, though a cookie may be in alternate
formats and conform to one or more of a variety of commu-
nication protocols. At least a portion of the data storage,
including personal preferences and cookies may also be
stored on a disk drive or other storage medium (not shown)
within mobile device 200.

Applications 242 may include computer executable
instructions which, when executed by mobile device 200,
transmit, receive, and/or otherwise process messages (e.g.,
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SMS, MMS, IM, email, and/or other messages), audio, video,
text, and graphics, and enable telecommunication with
another user of another client device. Applications 242 may
include one or more browsers 245 and one or more email
clients 246. Applications 242 may include one or more third-
party clients 247, which may be provided by a vendor or
software developer other than the client device manufacturer.
Third party clients may be installed on the client device prior
to, or subsequent to, delivery of the device to the user. Other
examples of application programs include calendars, IM
applications, SMS applications, VOIP applications, J2ME
client applications, contact managers, task managers,
transcoders, database programs, word processing programs,
security applications, spreadsheet programs, games, search
programs, and so forth.

Ilustrative Server Environment

FIG. 3 shows one embodiment of a network application
gateway 300, according to one embodiment of the invention.
A network application gateway is a network device having
capabilities of processing requests from client devices such as
mobile devices 102-108 of FIG. 1. The embodiment of net-
work application gateway illustrated in FIG. 3 may be used to
implement the network application gateway 114 of FIG. 1.
Network application gateway 300 may include many more
components than those shown. It may also have less than all
of those shown. The components shown, however, are suffi-
cient to disclose an illustrative embodiment for practicing the
invention.

Network application gateway 300 includes processing unit
312, video display adapter 314, and a mass memory, all in
communication with each other via bus 322. The mass
memory generally includes RAM 316, ROM 332, and one or
more permanent mass storage devices, such as hard disk drive
328, tape drive, optical drive, and/or floppy disk drive. The
mass memory stores operating system 320 for controlling the
operation of network application gateway 300. Any general-
purpose operating system may be employed. Basic input/
output system (“BIOS”) 318 is also provided for controlling
the low-level operation of network application gateway 300.
Asillustrated in FIG. 3, network application gateway 300 also
can communicate with the Internet, or some other communi-
cations network, via network interface unit 310, which is
constructed for use with various communication protocols
including the TCP/IP protocol. Network interface unit 310 is
sometimes known as a transceiver, transceiving device, or
network interface card (NIC).

The mass memory as described above illustrates another
type of computer-readable media, namely computer storage
media. Computer storage media may include volatile, non-
volatile, removable, and non-removable media implemented
in any method or technology for storage of information, such
as computer readable instructions, data structures, program
modules, or other data. Examples of computer storage media
include RAM, ROM, EEPROM, flash memory or other
memory technology, CD-ROM, digital versatile disks (DVD)
or other optical storage, magnetic cassettes, magnetic tape,
magnetic disk storage or other magnetic storage devices, or
any other medium which can be used to store the desired
information and which can be accessed by a computing
device.

The mass memory also stores program code and data. One
or more applications are loaded into mass memory and run on
operating system 320. As illustrated in FIG. 3, applications
include a front end 350 and a core 352. The front end 350 and
the core 352 may be considered to be separate applications or
a single application. For ease of description, each is referred
to herein as a component that may reside within network
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application gateway 300. As illustrated in FIG. 3, core com-
ponent 352 includes additional components, such as a PBLO
component 354, a realm manager 356, and a set of one or
more realm plug-ins 358-360. Detailed descriptions of each
of these components are provided in figures and text that
follow. Examples of other application programs may include
transcoders, schedulers, calendars, database programs, word
processing programs, HTTP programs, customizable user
interface programs, IPSec applications, encryption programs,
security programs, VPN programs, SMS message servers, IM
message servers, email servers, account management and so
forth.

Network application gateway 300 is configured to receive,
from a variety of client devices, requests for data or services.
Network application gateway may perform front end process-
ing of received requests. Front end processing may include
security analysis, such as anti-spam operations or protection
against denial-of-service attacks, and extraction of identify-
ing information and other data. Network application gateway
300 may perform additional processing, including determin-
ing data needed to respond to a request, retrieving the deter-
mined data, and sending the request and associated data to a
connector application. Network application gateway may
receive and process responses returned by the connector
application. Processing responses may include adding fields
such as header, footer, and advertisements to a response page,
and formatting responses and manipulating graphics based on
knowledge of the requesting client device and its associated
network gateway. Network application gateway 300 may also
perform security analysis of responses, such as anti-spam
operations, prior to sending a response to a client device.
Network application gateway 300 may employ processes
substantially similar to that described below in conjunction
with FIGS. 4, 6, and 7.

Generalized Operation

FIG. 4 is a logical flow diagram generally showing one
embodiment of a process for processing and responding to
requests from client devices. Process 400 of FIG. 4 may be
implemented within network application gateway 114 and
connectors 116-120 of FIG. 1.

Process 400 begins, after a start block, at block 402, where
a request is received from a client device, such as mobile
devices 102-108 of FIG. 1. The request may have been pro-
cessed and forwarded by one or more intermediate network
devices, such as network gateways 110-112 prior to the
receipt of the request. In accordance with one embodiment of
the invention, the action of receiving the request 402 may be
performed by network application gateway 114. A request
and associated information may be contained within a mes-
sage received by a network application gateway, or may span
more than one message.

Process then flows to block 404, where the request is pro-
cessed. Processing the request may include extracting infor-
mation from the request, such as a URI or other network
address. Extracted information may also include identifying
information associated with the client device or a network
gateway. Block 404 may also include the retrieval of relevant
data from sources other than the request, such as data storage
within the network application gateway, or data storage on
other devices. It may also include the retrieval of relevant data
that is not stored, such as data that is generated in response to
a retrieval action. Relevant data may include data pertaining
to the features, capabilities, and functionality of the client
device. The actions of block 404 are discussed in further
detail in FIG. 6 and associated text.

Process then flows to block 406, where the request and at
least some of the associated data is sent to a connector appli-
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cation, such as one of connectors 116-120 of FIG. 1. This may
employ any one or more of a number of communications
mechanisms, as discussed herein, or other communication
mechanisms.

Process then flows to block 408, where the request is pro-
cessed and content data is retrieved. In one embodiment, at
least a portion of this processing is performed by the connec-
tor application. Upon receiving a request, a connector appli-
cation may communicate with, and receive information from
a variety of sources. In particular, one or more web services
122-128 (FIG. 1) may be employed to perform actions,
retrieve information, and the like. In one example, a connec-
tor application that is creating a web page may obtain news
headlines, weather information, and stock prices from one or
more web services, and include some of this information on
the web page. A connector application may access data rep-
resentative of a client device user’s preferences, such as the
particular stocks of interest, a home town, or types of desired
news items. At least some of this information may be stored in
a user database.

The connector application may insert advertisements,
announcements, or other components in the response. An
advertisement service, database, or other application may be
employed to provide one or more of these components.

Process then flows to block 410, where a response to the
request is generated. In one embodiment, the response gen-
eration action of block 410 is performed by the connector
application. The action of block 410 may be performed by
another connector application or network device that was
forwarded the request or data representing the original
request. It is to be understood that a device or application
performing this action may employ other devices or applica-
tions to perform at least some of the response generation
action. The type and form of the request may vary, and is
related to the type of request, the nature of the connector
application, and other factors. A response may include a page,
or portion thereof, or multiple pages, which is intended to be
displayed on a client device. A response may include an audio
component, a video component, text, graphics, or any com-
bination of these, or other types of responses related to the
functionality of the client device.

It is to be understood that creation of a response page does
not suggest that the created response is in its final form. It may
be a preliminary version of a response page, which is then
modified in one or more ways during the process of creating
afinal response page. Therefore, as used herein, a response or
response page may refer to a preliminary response, an inter-
mediate or final response, or a portion thereof.

The response generated by the connector may be consid-
ered to be a “generic” response, in that it is not tailored for at
least some attributes of the requesting client device, and is not
intended to be sent to the client device without modification
based on these attributes. A generic response may, for
example, be generated based on attributes of a virtual client
device.

Upon the creation of a response page at block 410, the
response is sent to the network application gateway. Process
then flows to block 412, where the response is received by the
network application gateway. The response may be received
directly or indirectly from the connector, or from another
device, application, or service that is employed in the process
described herein.

Process then flows to block 414. At block 414, the response
is processed in one or more ways to enhance the response.
This processing may include adding a header, footer, or other
components to a page, modifying formats, protocols, or lan-
guages of the response, modifying the response for a particu-
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lar screen size, color capability, or other features of a client
device. The network application gateway may insert adver-
tisements in the response, or modify advertisements already
inserted into the response. The network application gateway
may perform security processing of the response or associ-
ated data. Further discussion of the action of block 414 is
provided in FIG. 6 and associated text below.

Process then flows to block 416, where the response is sent
to the client device. In one embodiment, the response is sent
to the client device that sent the original request. In one
embodiment the response is sent to one or more other client
devices. For example, a first mobile device may send a request
to send a message to a second mobile device. In this example,
a request is received from the first mobile device and a
response is sent to the second mobile device. A response may
also be sent to the first mobile device, for example confirming
that the message was sent to the second mobile device. This
example may exist as a portion of a conversation between two
or more mobile devices.

FIG. 5illustrates one embodiment of a system 500 in which
the invention may be practiced. The figure includes more
detailed views of a network application gateway 502, which
may be network application gateway 114 of FIG. 1, and a
connector application 560, which may be one of the connec-
tors 116-120 of FIG. 1, as well as additional associated com-
ponents.

As illustrated in FIG. 5, one embodiment of a network
application gateway (NAG) 502 includes an NAG front end
504 and an NAG core 506. The NAG front end 504 logically
resides between the NAG core and client devices. The NAG
front end 504 includes a security filter component 508, which
performs operations to detect security risks, such as denial-
of-service attacks, spam, viruses, hacking attempts, and the
like. The security filter component may include one or more
filters to perform its tasks. The security filter component 508
may operate on requests that come to the NAG front end from
aclient device as well as responses that come from connectors
or are internally generated within the NAG 502.

The NAG front end 504 also includes a preprocessing
component 510. The preprocessing component extracts data
from the incoming request, including data that identifies the
source of the request. The preprocessor may extract the MIN
and the source IP address from the request. The MIN may be
used to identify the client device. The IP address may be used
to identify the network, such as one of network gateways
110-112 (FIG. 1). Since a network gateway is typically asso-
ciated with a network carrier, identification of the network
gateway typically identifies the carrier. Sprint, T-Mobile, and
Cingular are examples of network carriers. A carrier may
employ more than one gateway.

The illustrated NAG front end 504 also includes a post
response processing component 512. This component may
store data relating to the request and/or the response, the data
being available for subsequent reporting or other activities.

The NAG core 506 illustrated in FIG. 5 includes a portal
business logic (PBLO) component 514. In one embodiment,
the PBLO has much of the business logic and is the primary
manager of actions for handling a request and a response. The
PBLO 514 interacts with and invokes a number of other
components.

The realm manager 516, which resides within the NAG
core in the illustrated embodiment, manages realms in the
mobile domain. Each realm relates to an area of knowledge
within the broader mobile domain. The realms relate to
attributes of client devices, network gateways or carriers,
client device users, and the like. Each realm includes a set of
one or more parameters, described in more detail below.
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In one embodiment of the invention, as illustrated by FIG.
5, each realm has a corresponding realm component that
handles the parameters of'its respective realm. In one embodi-
ment, these realm components are implemented as plug-ins,
providing an architecture that facilitates changes to the com-
ponents and the addition of new components. The realm
components may be structured in a different manner, and
combined or distinguished in a number of ways. As discussed
herein, the realm components are referred to as plug-ins,
though alternate architectures may be used.

The realm manager 516 provides functionality for regis-
tering realm plug-ins, and for communicating with realm
plug-ins. The realm manager also provides an interface to
allow NAG components to retrieve data pertaining to each
realm.

FIG. 5 illustrates a subset of realm plug-ins that may be
employed with one embodiment of the invention. A descrip-
tion of the illustrated plug-ins, and their associated realms,
follows. One or more additional plug-ins (not shown) may be
used with the realm manager 516 in accordance with the
present invention.

Property Realm. The property realm contains the definition
of'each connector. It has information relating to each connec-
tor application, including the various realm data or other data
that a connector application may need to process a request.
The property plug-in 520 manages the property realm data. A
property configuration component 540 stores property realm
configuration data, which may be configured by a connector
or a developer of a connector. In one embodiment, configu-
ration is performed by a registration process, in which a
connector registers with the NAG 502. Registration informa-
tion may include a connector address, list of URIs to be
handled by the connector, and the data that is required by the
connector. The PBLO 514 may communicate with the prop-
erty plug-in 520 to determine at least some of the data that
must be retrieved to process an incoming request, including
data that must be sent to the connector.

The realm manager 516, together with the realm plug-ins
520-534 and the various stored data can be viewed as a dic-
tionary of items and values. A connector may register the
dictionary items that it needs to process a request. During
request processing, the set of items associated with the con-
nector and the request are determined by invoking the prop-
erty plug-in 520, and the value corresponding to each dictio-
nary item is obtained.

Device Realm. The device realm includes information
relating to each client device, such as mobile devices 102-108
of FIG. 1. The device plug-in 522 manages the device realm.
It communicates with and retrieves data from a device catalog
system 542. The device catalog system may include specifi-
cations of each client device. These specifications may
include screen size, number of lines that can be displayed,
color capabilities of the device, image formats supported,
markup languages supported, video capabilities, and the like.
The device catalog system 542 may employ a device catalog
database 544, to maintain device specification data.

Gateway Realm. The gateway realm includes information
relating to each network gateway, such as network gateways
110-112 of FIG. 1. This information may include a list of IP
addresses used by each network gateway, whether a network
gateway supports cookies, whether a network gateway pro-
vides MIN numbers for mobile devices, and the like. The
gateway plug-in 524 manages the gateway realm. It may be
used, for example, for identitying a carrier from an incoming
1P address. The gateway plug-in 524 may communicate with
a gateway configuration component, which may store con-
figurations of each gateway.
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Localization Realm. The localization realm includes infor-
mation that is used to localize responses. This may include
data on geographical regions, languages, currencies, and the
like. The localization plug-in 534 manages the localization
realm. The localization plug-534 in may communicate with a
localization configuration component 556, which may be
used to store localization information.

Markup Realm. The markup realm includes information
relating to markup languages to use when sending a response.
A decision as to which markup language to use may be based
on one or more of a number of factors, including the client
device, the current request, the client application, the carrier,
the geographic region, and the like. Though the device realm
includes information relating to the markup language capa-
bilities that a device may have, the markup plug-in 532 may
use additional parameters, such as described above, to deter-
mine the markup language to use. Some, but not all, of the
markup languages that may be used are WML, XHTML,
HDML, XML, and HTML. This realm may also include
information on scripting languages to use, such as WML-
Script and JavaScript. The markup plug-in 532 manages the
markup realm.

Device and Session (DAS) Realm. The DAS realm relates
to session management. The DAS plug-in 526 manages the
DAS realm. The DAS plug-in 526 may maintain continuity of
auser session. For example, the DAS plug-in may maintain a
sign-in status of a user. This is useful for mobile devices that
do not support cookies. The DAS plug-in 526 may retain
knowledge of an ongoing session, so that the session is rec-
ognized when making a request, after having previously
signed in. The DAS plug-in may use a mobile devices MIN
number or cookie to identify and maintain a session. In one
embodiment, the DAS plug-in 526 may generate a unique
identifier associated with a session, send the unique identifier
in a URI returned to the mobile device, and use the identifier
on a subsequent request to identify and maintain a session.
The DAS plug-in 526 may communicate with a DAS system
component 548, which stores DAS data in a DAS database
550.

In one embodiment, cookies may be stored in the DAS
system 548. For example, a connector may send a cookie to a
mobile device. The NAG 502 may recognize that the mobile
device does not support cookies. The cookie is then sent to the
DAS system for storage. The next time that arequest comes in
from the user or the mobile device, the DAS plug-in 526 may
retrieve the appropriate cookie and send it with the request to
the connector. It may appear to the connector that the cookie
came from the mobile device. The DAS plug-in 526 may
modify the cookie, prior to storing it or prior to sending it, as
desired in order to facilitate operation of the system.

User Realm. The user realm relates to a user of a client
device, for users that have an account. A user plug-in 528
maintains user information, such as user ID. A MIN number
may be mapped to a user ID, such that, based on the MIN
number, the user plug-in 528 can identify a user and access a
user database and retrieve additional user information. Addi-
tional information may include, for example, information that
the user entered or that was determined during a previous
session from a device other than the currently used client
device, such as a personal computer or another client device.

Character Set. The character set realm relates to character
sets used by a client device. The charset plug-in 530 manages
information relating to character sets, and retrieves the rel-
evant data. The charset plug-in may employ a charset con-
figuration component 554 to store and maintain character set
information. Unicode is a commonly used standard character
set, but some client devices do not use Unicode, or use vari-
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ants of Unicode. The charset plug-in may determine the
appropriate character set to use, and retrieve data related to
the selected character set.

Upon retrieving the relevant realm data, the PBLO com-
ponent 514 sends the client device request, along with at least
a portion of the relevant realm data, to a connector 560. The
relevant data sent to the connector 560 may include a cookie,
session information, user information, or any of the various
data that is retrieved by the realm manager 516. The connec-
tor may be one of the connectors 116-120 of FIG. 1.

Asillustrated in the embodiment of FIG. 5, a connector 560
may include a data connector 562, which, based on the
request, retrieves additional data. The data connector may
communicate with one or more Web services, such as Web
services 122-128 (FIG. 1) to retrieve data. Data may be
returned from a web service in any one or combination of
formats. XML is one standard format that may be used. One
such Web service, a property web service 570, is illustrated in
FIG. 5. The communication between the connector 560 and
the web service 570 may include a cookie being passed to the
web service or from the web service. The connector may
receive a cookie from the NAG 502, forward the cookie to the
web service 570, and receive a cookie back from the web
service. The NAG 502, the connector 560, or the web service
570 may modify the cookie during this process.

The data collector 562 may also access various databases
or servers to retrieve data. As illustrated in FIG. 5, in one
embodiment, the connector 560 accesses a user database 566.
The connector may retrieve data, modify or add new data
related to the user, based on the received request. The con-
nector 560 may also access an ADS server 568, which pro-
vides banner ads or other types of advertisements, to be
included in the response.

The connector 560 may further include a layout component
564, which is used to generate and layout a response page
based on retrieved data. The response page may be in any one
or more formats, including various markup languages.

The connector 560 sends aresponse to the NAG 502, which
is received by the PBLO component 514. The PBLO compo-
nent directs processing by one or more components, which
expand, modify, or otherwise enhance the response prior to
sending it to the client device. Each of these components may
communicate with the realm manager 516 as needed to obtain
the data that has been retrieved or additional data that may be
necessary and has not been retrieved. A discussion of some of
these components now follows.

A master document component 572 may be used to com-
bine additional fields to the response page received from the
connector 560. The possible additional fields include, but are
notlimited to, one or more of a header field, a footer field, and
advertisement fields. As illustrated in FIG. 5, the master docu-
ment component 572 may communicate with an advertise-
ment server 574 to retrieve one or more advertisements to be
place on the response page.

A rendering context generator 576 uses at least some of the
data retrieved by the realm manager 516 to generate a render-
ing context. The rendering context is a data structure that
contains the various parameters and data needed to modify
the response page for the specific client device that is to
receive the response.

A rendering engine 578 uses the data from the rendering
context to modify or enhance the response page for the client
device. As previously discussed, modifying the response page
may be based on one or more of a number of parameters, such
as screen size, color capabilities, markup language, known
bugs in a software or hardware version of the client device or
network gateway, and the like. The rendering engine 578 may
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rewrite links or URIs within the response. For example, if the
response includes a link to an image in one format, the post-
processing component may modify the link to an alternate
image in a different format, if the target client device is unable
to display the first format. A link may also be rewritten to
include a parameter, such as a value to identify a continuing
session, so that a new request using the link will return the
session identifier.

A post-processing component 580 may perform additional
processing on the response page. This processing may
include retrieving and embedding images that are in the
response. For example, if a response page is in XML format,
and includes a link to an image, the post-processing compo-
nent 580 may retrieve the image and embed it within the XML
page as base 64 encoded data or another format.

The NAG front end 504 illustrated in FIG. 5 includes a post
response processing component 512. This component may
perform actions such as logging data related to the request or
the response. The logged data may subsequently be used for
various reporting activities.

The response that is generated by various components and
processes of the NAG 502 is sent to the target client device.
This may be the client device that sent the initial request, or a
different device.

Though the above discussion refers to the use of markup
languages, the invention is not so limited. Client applications
on a client device may send and accept data in a number of
formats, including XML, binary XML, and others. The inven-
tion may be employed with these and other various data
formats.

FIG. 5 and the above discussion illustrate that the present
invention provides a way for a network application, such as
connector 560, to implement business and application logic
when responding to a request, and to layout a response page,
while reducing or eliminating the tasks oftailoring a response
to accommodate at least a portion of the client device
attributes and capabilities. A connector may receive identical
or similar requests from multiple client devices, and generate
identical or similar responses to each request. The NAG 502
performs processing to enhance these responses for each
client device based on each device’s attributes, resulting in
different response pages for each client device. The connector
does not need to be aware of many of these differences or of
the different enhancements that occur.

FIG. 5 and the above discussion also illustrate that the
present invention provides a way for a network application,
such as connector 560, to retrieve information for handling
each request from different client devices. Though client
devices may differ in the way then send information, or in
their ability to even send some information, such as cookies or
session IDs, the NAG 502 performs processing to retrieve,
store, or generate information as necessary in order to send
the information to the connector. The connector does not need
to be aware of the different processing that may be required to
retrieve and store the information.

FIG. 6 is a flow diagram illustrating, in further detail some
of the actions of the process of FIG. 4. In particular, the
process 404 of FIG. 6 may be performed as the actions of
block 404 of FIG. 4, processing a request, extracting and
retrieving data, in accordance with an embodiment of the
present invention. The following discussion references ele-
ments of FIG. 5 as well as FIG. 6.

As illustrated, after a start block, at block 602, security
filtering is performed on a received client device request. As
previously discussed, this may be performed by security fil-
ters 508 in the NAG front end 504. Security filtering may
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include performing analysis to detect and screen out spam,
denial-of-service attacks, viruses, or other security risks.

The process then flows to block 604, where the request is
preprocessed. This may include extracting a MIN, IP address,
or other data that identifies, or can be used to identify, the
sending client device, the associated network gateway, or the
associated carrier.

The process then flows to block 606, where a set of one or
more property items needed to process the current request is
retrieved. In one embodiment, the set of property items is
selected from a greater set that the NAG advertises. This setof
property items is used to control the retrieval of each of these
items.

The process then flows to block 608, where each of the
property items contained within the set of property items is
retrieved from various data storage or from the request itself.
This action is repeated until all of the specified item values are
retrieved. The actions of block 608 may include communi-
cating with various components that are part of the NAG or in
communication with the NAG, including plug-ins, databases,
configuration files, and the like. The action of block 404 of
FIG. 4 completes, and the process flows to block 406 of FIG.
4, as discussed above.

FIG. 7 is a flow diagram illustrating, in further detail, some
of the actions of the process of FIG. 4. In particular, the
process 414 of FIG. 7 may be performed as the actions of
block 414 of FIG. 4, processing a response, in accordance
with an embodiment of the present invention. The following
discussion references elements of FIG. 5 as well as FIG. 6.

As illustrated, after a start block, at block 702, the response
page is enhanced based on a master document. This may
include adding a header, adding a footer, adding one or more
advertisements, or any combination of these. It is to be noted
that the insertion of advertisements by the connector during
the initial response generation and the insertion of advertise-
ments by the NAG during the response page enhancement are
discussed herein. One or more advertisements may be
inserted by either component or by both components, in
accordance with an embodiment of the invention. The selec-
tion of an advertisement to insert may be, but is not necessar-
ily, based on different criteria by each component. The NAG
may replace an advertisement inserted by the connector with
a different advertisement.

The process then flows to block 702, where a rendering
context is generated. The rendering context includes at least a
portion of the various data retrieved during the processing of
the request, as well as data extracted from the request.

The process then flows to block 706, where the response
page is further modified, based on the data in the rendering
context. These modifications prepare the page to be received
and displayed by the client device. This action may take into
account one or more attributes of the client device, such as
screen size, color capabilities, markup languages, video capa-
bilities, and the like. In one embodiment, any one or more of
these modifications may be selectively performed, based on
the attributes of the client device and the content of the
response, so that if the received response already has a desired
specification, such as a font size, image size, color, markup
language and the like, a modification may not be needed.

The process then flows to block 708, where images or links
to images are processed. Links to images may be modified to
point to different images, having different formats, different
color specifications, density, or sizes. Linked images may be
embedded directly into the page.

The process then flows to block 710, where security filter-
ing is performed on the response page. The process then flows
to block 712, where logging of data related to the request or
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response is performed, in order to allow for subsequent
reporting activities. The action of block 414 of FIG. 4 then
completes, and the process flows to block 416 of FIG. 4, as
discussed above.

FIGS. 8-10 and associated text describe systems and meth-
ods that describe, in further detail, some aspects of the sys-
tems and methods described above, in accordance with one
embodiment of the invention. More specifically, the systems
and methods of FIGS. 8-10 may be included in the systems
and methods described above, and may provide the function-
ality, or at least a portion thereof, of the master document 572
of FIG. 5.

FIG. 8 is a block diagram illustrating a system 800 for
processing rule specifications in accordance with an embodi-
ment of the invention. The system 800 may be employed
off-line, rather than during the request processing of client
requests described herein. The system includes one or more
input rules 804. Input rules may exist as text in one or more
files, as data structures in memory, or passed in to a process
implementing the methods described herein. Input rules may
be embedded within other text. In one embodiment, rules may
exist as elements having a specified tag within XML, another
markup language, or another format. They may be distributed
in various locations, in one or more file systems, one or more
storage media, or geographically distributed in one or more
parts of the world. A rules collator 808 may extract or retrieve
the relevant input rules 804, and collate them together to form
a set of collated rules 810. A rules optimizer 812 may pro-
cesses the collated rules 810. This processing may include
validating each input rule, optimizing the rules, and compil-
ing them to generate a rules file 814.

Each rule may have a corresponding test to be performed
and an action that is performed if the test succeeds. The
validation process may employ one or more realm dictionar-
ies 802 and one or more action dictionaries 806. Realm dic-
tionaries 802 and action dictionaries 806 may be provided by
platform maintainers. A realm dictionary includes a descrip-
tion of the information that can be tested against. This may
include tests of specifications or attributes of a user or client
device to which the content is to be sent. For example, “lati-
tude” and “longitude” may be used to test whether a client
device’s coordinates are within designated bounds. “Proxim-
ity” may be used to test whether a client device is within a
designated distance to a location. “Time” or “date” may be
used to test whether the current date or time or the most recent
time that a user terminated a session is within a designated
range. It may also include specifications or attributes of a
carrier or network gateway associated with the client device.
Information relating to various realms is illustrated in FIG. §
and the associated discussion. Validating a rule may include
verifying that a specified test is a valid test, and that required
parameters are valid. An XML DTD or other specification
may be used to validate specified tests.

An action dictionary 806 includes a description of the
possible actions that a rule may specify. Replacing a string
with a designated string, or appending a string with a desig-
nated string are examples of actions that may be specified.
Modifying a formatting specification is another example of
an action. Some actions may include “side effects,” which are
actions that may have effects other than modifying the input,
such as changing an element in the environment. For
example, an action may include changing the user’s prefer-
ences in addition to producing a string result. There are a
number of user preferences that can be changed, such as an
email alert toggle, text size, and the like. A side effect action
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may send a message, such as an SMS message, or email, to a
remote device, such as the user’s client device or another
remote device.

Validating each rule may include verifying that a specified
action is a valid action, that required parameters are provided,
and that parameters are valid. An XML DTD or other speci-
fication may be used to validate specified actions.

Optimizing the rules may include restructuring the desig-
nated elements of the collated rules. For example, if a rule test
includes retrieving more than one realm data value, the rule
may be organized so that the most costly retrieval occurs last,
in order to reduce cost if the retrieval is not needed. Rules may
also be structured in order that the highest priority rules are
tested before lower priority rules. The rules optimizer gener-
ates a rules file 814 with the optimized rules.

The rules file 814 may be a single file in one or more of a
number of formats or languages. In one embodiment, the
processing produces a P-code representation of the tests and
actions specified by the rules. P-code is a format that is
designed for efficient processing by a run-time system. In one
embodiment, the rules file may be a shared memory (SHM)
file containing a position-independent representation of the
rules. Other languages or formats may be used in accordance
with the invention.

FIG. 9 is a block diagram illustrating a system 900 for
processing rules in accordance with an embodiment of the
invention. The illustrated system includes a rules engine 904
which includes logic for processing each rule, evaluating a
test specified by the rule, and selectively performing an action
specified by the rule, based on the outcome of the evaluation.
The system processes input, such as a representation of a web
page or other content to be sent to a client device, based on the
rules. The system produces output, such as a transformed
version of the input web page or content. The input and the
output may be in one or more of a number of markup lan-
guages, other languages, or formats. In one embodiment, the
input is in XML, and the output is in XML. Though the
discussion herein refers to XML, the invention is not so
limited.

The rules engine 904 may employ a parser, such as an XML
parser 906, to parse the input XML. The parser may scan the
XML input, locate relevant tags or elements, and return the
elements to the rules engine 904. The rules engine may
employ a rules store 910, which includes the rules that are to
be processed by the rules engine. The rules store may include
one or more files in a memory or data store. The rules store
may include a representation of the rules file 814 of FIG. 8,
which has been generated as a result of performing the offline
processing described in FIG. 8 and associated text. As rules
engine 904 scans the input XML 902, retrieving relevant
elements, it triggers the execution of rules from the rules store
910. Upon finding a successful rule match, the action speci-
fied by the rule is performed. This process is described in
further detail below.

The system 904 includes an environmental realms compo-
nent 902 and an actions component 908. The environmental
realms component 902 may include environmental informa-
tion that the rule tests can be performed against and program
logic for retrieving the information. Each environmental
realm 902 relates to a realm of information. A realm includes
one or more functions that can be used to query the realm. For
example, a device realm may pertain to specifications of
client devices. The device realm may include functions that
retrieve a specification of the client device that is to receive
the page or other content. There may be functions that retrieve
a client device screen size, color capabilities, or the like. A
markup realm may have a function that retrieves a markup
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language supported by the client device. A carrier realm may
have a function that retrieves the network carrier associated
with the client device. When the rules engine executes a rule
test, it may call these functions as needed to retrieve environ-
mental realm data.

The system 904 includes an actions component 908. The
actions component 908 includes a function for performing
each action that can be specified in a rule. The action compo-
nent 908 corresponds to the action dictionaries 806 of F1G. 8.
Generally, each action in the action dictionaries 806 may have
a corresponding action function in the actions component
908.

When the rules engine 904 performs a test specified by a
rule, if the test results in a match, the action function corre-
sponding to the action element of the rule is invoked. An
example of an action is the output of a string, which results in
insertion of the string in a designated location on a page. The
action function corresponding to this action retrieves the des-
ignated string and inserts it at the proper location in the XML
stream.

In one embodiment, rules engine 904 may be included in
network application gateway 502 of FIG. 5 and employed by
the PBLO 514 to process response pages. In one embodiment,
rules engine may be included in master document 572 of F1G.
5, and perform at least a portion of the actions of master
document 572 described above. In one embodiment, rules
engine 904 communicates with network application gateway
502 and facilitates the actions of processing response pages.
In one embodiment, the functions of the environmental
realms component 902, or a portion thereof, are included in
the PBLO 514. The rules engine 904 may invoke the realms
manager 516 to retrieve realm data. In one embodiment, the
system 900 may be integrated with the system 500 (FIG. 5),
and the processes of each integrated. In one embodiment, the
system 900 is employed independently of the system 500 to
process input streams or data, and perform the processes
described herein.

Prior to a discussion of FIG. 10, a discussion of some of the
terms used herein, and an example syntax follows. The syntax
may be used in one embodiment, and is provide herein to
illustrate certain concepts. However, the invention is not lim-
ited to the illustrative syntax.

A page may include zero, one, or more “eclements”. An
element is a string having a beginning and an end. In XML, an
element is delimited by begin and ending tags. Elements can
be nested, so that an element may contain a number of ele-
ments. A “position” element is an element that may corre-
spond to a position on a page. Header, footer, and body are
examples of positions on a page. Nested position elements
create a tree structure, where the inner position elements are
more precise than the outer position element containing it.
Nested position elements may be referred to as a sequence of
position names, with the leftmost position having the least
precision. For example, “header.promo” refers to a promo
position element within a header position element.

A rule has a test component and an action component. The
term “evaluating” a rule and “evaluating” a test of a rule each
refer to performing at least a part of the test to determine if
there is a match. A “matching rule” refers to a rule that has
been evaluated and resulted in a match. Each rule corresponds
to a position. When a position is identified in the input page,
rules corresponding to the position may be evaluated. [f more
than one rule corresponding to a position exists, the rules are
evaluated in priority order. In one embodiment, if a matching
rule is found, the remaining rules corresponding to the posi-
tion are not evaluated. The use of priorities allows a higher
priority rule to override a lower priority rule, such that the
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lower priority rule is not evaluated if the higher priority rule
matches. Rule priorities may be used, for example, to allow a
rule to match during a limited time period, or based on other
realm information.

In one embodiment, priority of rules may be determined by
one or more of three factors. A rule may explicitly specify its
priority, for example, as a numeric value. This factor is first
used to distinguish priority. Rules that specify the same pri-
ority are then prioritized based on how specific the rule’s test
is. A rule having more terms in its test is given a higher
priority than a rule having fewer terms. If two or more rules
are not distinguished by these two factors, the third factor is
cost. Rules having a lower cost have a higher priority than
rules having a lower priority. Cost may be considered in time
to evaluate, monetarily, or use of resources.

FIG. 10 is a flow diagram illustrating a process 1000 for
processing pages or other content, based on rules, in accor-
dance with one embodiment of the invention. In one embodi-
ment, process 1000 may be performed within the block 702 of
FIG. 7.

After a start block, at block 1002, XML input is received.
As stated above, the input can be in a variety of formats, and
the invention is not limited to XML or any other format,
though the term XML is used to simplify this discussion.
Process flow then proceeds to block 1004, where the XML is
scanned until the first, or next, position element on the page is
found. The position element may be one of a number of
position components that may appear on a page. These
include header, footer, body, navigation bar, and the like.

Process flow then proceeds to a decision block 1006, where
a determination is made of whether a position element has
been found, or the end of the page has been reached. If a
position element is found, process flow proceeds to block
1008, where the rule engine is executed against the position
element.

The action of block 1008 may include testing one or more
rules. In one embodiment, if there are more than one rules
corresponding to a position element, they are selectively
evaluated in order of priority, until either a match is found or
each of the rules has been evaluated. In either case, process
flow proceeds to decision block 1010. In the embodiment
illustrated in FIG. 9, evaluation of a rule’s test may be per-
formed by invoking the environmental realms component
902.

At decision block 1010, a determination is made of
whether a matching rule corresponding to the element has
been found. If a matching rule has not been found, the process
loops back to block 1004, to find the next position element. If
a matching rule has been found, the process flows to block
1012.

At block 1012, the action specified in the matching rule is
executed. In the embodiment illustrated in FIG. 9, this action
may be performed by the actions component 908. An action
may have a resulting string, such as an XML string or other
type of string. An action may include retrieving a string from
a specified file. Another action may include sending a request
to a remote server, where the result is a string returned by the
remote server. Yet another action may include sending a
request to a remote server, processing the returned string
through a filter, where the processed string is the result.

Process then flows to block 1014, where the process 1000
may be called recursively, passing to it the result of the action
executed at block 1012. This allows an action to retrieve a
string with one or more position elements, each of which
triggers one or more rules to be tested, possibly resulting in
additional actions.
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Process then flows to block 1016. At block 1016, the result
from the previous blocks is inserted into the input at the
current position. For example, if the current position is the
header, a string may be inserted in the header element of a
page.

Process then flows back to block 1004, where the loop
beginning at block 1004 begins again. The loop may termi-
nate when the determination block 1006 determines that the
end of the XML has been reached, and there are no remaining
position elements. Process flow then proceeds to block 1018,
where the resulting XML is output.

In one embodiment, the XML parser 906 and rules store
910 are component of the rules engine, though the invention
is not so limited, and either one or both may reside on one or
more other network devices that are in communication with
rules engine 904.

In one embodiment, more than one instance of a rule
engine may be employed, on the same or on different devices.
A network application or other application providing content
may employ an instance of a rule engine to manage content
pertaining to the application, a web product, or a portion
thereof. In one embodiment, the resulting page from an appli-
cation employing an instance of a rule engine may be further
processed by another instance of a rule engine, having
another set of rules.

Examples

In order to illustrate a portion of the capabilities that the
system and methods of the invention provide, following are
some examples of actions that may be performed and criteria
that may be used to select actions, using the system and
methods described herein.

Selectively displaying a logo, text, header, footer, or other
component based on the identity of a network carrier associ-
ated with a client device.

Selectively displaying an advertisement based on the cur-
rent date, the location of the client device, and one or more
characteristics of the user.

Determining a mechanism to send information to a client
device, based on the client device location, a time of day,
client device capabilities, and a user’s preferences. The
mechanisms may include sending a web page, an SMS mes-
sage, an email, or other delivery mechanisms.

It will be understood that each block of the flowchart illus-
trations of FIGS. 4, 6, 7, and 10, and combinations of blocks
in the flowchart illustrations, can be implemented by com-
puter program instructions. These program instructions may
be provided to a processor to produce a machine, such that the
instructions, which execute on the processor, create means for
implementing the actions specified in the flowchart block or
blocks. The computer program instructions may be executed
by a processor to cause a series of operational steps to be
performed by the processor to produce a computer imple-
mented process such that the instructions, which execute on
the processor to provide steps for implementing the actions
specified in the flowchart block or blocks. The computer
program instructions may also cause at least some of the
operational steps shown in the blocks of the flowchart to be
performed in parallel. Moreover, some of the steps may also
be performed across more than one processor, such as might
arise in a multi-processor computer system. In addition, one
or more blocks or combinations of blocks in the flowchart
illustrations may also be performed concurrently with other
blocks or combinations of blocks, or even in a different
sequence than illustrated without departing from the scope or
spirit of the invention.
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Accordingly, blocks of the flowchart illustrations support
combinations of means for performing the specified actions,
combinations of steps for performing the specified actions
and program instruction means for performing the specified
actions. It will also be understood that each block of the
flowchart illustrations, and combinations of blocks in the
flowchart illustrations, can be implemented by special pur-
pose hardware-based systems which perform the specified
actions or steps, or combinations of special purpose hardware
and computer instructions.

The above specification, examples, and data provide a
complete description of the manufacture and use of the com-
position of the invention. Since many embodiments of the
invention can be made without departing from the spirit and
scope of the invention, the invention resides in the claims
hereinafter appended.

What is claimed as new and desired to be protected by
Letters Patent of the United States is:

1. A network device comprising:

atransceiver to send and receive data over the network; and

a processor that is operative to perform actions including:

predetermining a set of rules for performing one or more
corresponding tests on an environment associated
with a client device, the environment comprising at
least a location of the client device, the client device’s
location is used for testing in accordance with a num-
ber of rules of the set;

receiving a page from a network application, the page
comprising at least one page element;

for each page element, evaluating a test that is performed
for at least one of the predetermined set of rules cor-
responding to the page element and selectively modi-
fying the page element based on the evaluation of the
test for the at least one corresponding predetermined
rule; and

if a plurality of predetermined rules having equivalent
priority correspond to the page element, then at least
the number of terms in the test are employed to deter-
mine the priority for evaluating each ofthe plurality of
predetermined rules, wherein each predetermined
rule having more than one device realm property is
organized for retrieval based at least on retrieval cost;

wherein validating each rule includes checking a realm
dictionary for a description of information that the
rule can be tested against, checking an action dictio-
nary for a description of possible actions that the rule
specifies, generating optimized rules based on the
checking of the realm dictionary and the action dic-
tionary, and generating a rules file with the optimized
rules in a position-independent format.

2. The network device of claim 1, wherein evaluating at
least one predetermined rule comprises:

evaluating a first rule test of the at least one predetermined

rule; and

selectively evaluating a second rule test based on the evalu-

ation of the first rule test.

3. The network device of claim 1, wherein evaluating at
least one predetermined rule comprises:

evaluating a first rule test of the at least one predetermined

rule; and

selectively evaluating a second rule test based on the evalu-

ation of the first rule test and a cost of the second rule
test.

4. The network device of claim 1, wherein modifying the
page element comprises:

retrieving a string at a location specified by the at least one

predetermined rule; and
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inserting the string in the page at a position corresponding
to the page clement.
5. The network device of claim 4, wherein retrieving the
string comprises performing a retrieval action specified by the
at least one predetermined rule.
6. The network device of claim 1, wherein the at least one
page element includes a first page element, and wherein
evaluating a predetermined rule corresponding to the first
page element comprises performing a test of at least one
property selected from a group consisting of a device realm
property, a gateway realm property, a localization realm prop-
erty, a markup realm property, or a user realm property.
7. The network device of claim 1, wherein the at least one
page element includes a first page element, and wherein
evaluating a predetermined rule corresponding to the first
page element comprises performing a test of at least two
properties selected from a group consisting of a device realm
property, a gateway realm property copy a markup realm
property or a user realm property.
8. The network device of claim 1, wherein the at least one
page element includes a first page element, and wherein
evaluating a predetermined rule corresponding to the first
page element comprises performing a test of data pertaining
to a user session associated with a client device.
9. The network device of claim 1, wherein the at least one
page element includes a first page element, and wherein
evaluating a predetermined rule corresponding to the first
page element comprises performing a test of at least two
properties selected from a group consisting of a device loca-
tion, a date, a screen characteristic of the client device, or a
user preference.
10. The network device of claim 1, wherein each rule test of
the at least one predetermined rule comprises a test of an
environmental property and an action to be selectively per-
formed based on the test, and wherein the action comprises at
least one action selected from a group consisting of retrieving
a string to be inserted in the page, retrieving a string having at
least one nested page element having at least one associated
predetermined rule, sending a request to a remote device,
sending a message to the client device, sending a message to
a remote device other than the client device, or modifying a
user preference associated with the client device.
11. A system comprising:
a server computer comprising a processor and a storage
medium for tangibly storing thereon program logic for
execution by the processor, the stored program logic
comprising:
predetermining logic executed by the processor for pre-
determining a set of rules for performing one or more
corresponding tests on an environment associated
with a client device, the environment comprising at
least a location of the client device, the client device’s
location is used for testing in accordance with a num-
ber of rules of the set;

receiving logic executed by the processor for receiving,
by a network application, a request for a page from a
client device;

in response to receiving the request for the page from the
client device, retrieving logic executed by the proces-
sor for retrieving, by the network application from
each of a number of web services, response data to be
included in the page;

evaluating logic executed by the processor for evaluat-
ing, by the network application for each response
data, a test that is performed for at least one of the
predetermined set of rules corresponding to the
response data and selectively modifying the response
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data based on the evaluation of the test for the at least
one corresponding predetermined rule;

if the plurality of predetermined rules having equivalent

priority correspond to the response data, then at least the

number of terms in the test are employed to determine

the priority for evaluating each of the plurality of prede-

termined rules, wherein each predetermined rule having

more than one device realm property is organized for

retrieval based at least on retrieval cost;

generating logic executed by the processor for generat-
ing, by the network application, the page based on the
selectively modified response data; and

making logic executed by the processor for making, by
the network application, the page available for send-
ing to the client device;

wherein validating each rule includes checking a realm
dictionary for a description of information that the
rule can be tested against, checking an action dictio-
nary for a description of possible actions that the rule
specifies, generating optimized rules based on the
checking of the realm dictionary and the action dic-
tionary, and generating a rules file with the optimized
rules in a position-independent format.

12. The system of claim 11, the stored program logic fur-
ther comprising:

transmitting logic executed by the processor for transmit-

ting, by the network application, a web service request to
the number of web services; and

receiving logic executed by the processor for receiving, in

response to the web service request, the response data.
13. A method comprising:
predetermining, by at least one server device, a set of rules
for performing one or more corresponding tests on an
environment associated with a client device, the envi-
ronment comprising at least a location of the client
device, the client device’s location is used for testing in
accordance with a number of rules of the set;
receiving an input page;
selectively evaluating each predetermined rule of the pre-
determined rule set, based on the input page, and selec-
tively modifying the input page, based on each per-
formed test that corresponds to each evaluated
predetermined rule, wherein each predetermined rule of
the predetermined rule set comprises atest of at least one
environmental property and a corresponding action;
if a plurality of predetermined rules having equivalent pri-
ority correspond to the input page, then at least the
number of terms in the test are employed to determine
the priority for evaluating each of the plurality of prede-
termined rules, wherein each predetermined rule having
more than one device realm property is organized for
retrieval based at least on retrieval cost; and

forwarding the modified input page to the client device;

wherein validating each rule includes checking a realm
dictionary for a description of information that the rule
can be tested against, checking an action dictionary fora
description of possible actions that the rule specifies,
generating optimized rules based on the checking of the
realm dictionary and the action dictionary, and generat-
ing a rules file with the optimized rules in a position-
independent format.

14. The method of claim 13, wherein the predetermined
rule set comprises a first predetermined rule and a second
predetermined rule, and wherein the input page comprises at
least two elements, further comprising:
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determining an ordering of evaluating the first predeter-
mined rule and the second predetermined rule based on
an ordering of the at least two elements in the input page.

15. The method of claim 14, wherein the predetermined
rules set comprises a first predetermined rule and a second
predetermined rule, and wherein the input page comprises at
least two elements, further comprising:

determining an ordering of evaluating the first predeter-

mined rule and the second predetermined rule based on
at least one priority factor selected from a group consist-
ing of a cost of each rule, or a number of logical terms
and each predetermined rule.

16. A system comprising;

at least one network device including a processor and a

storage medium for tangibly storing thereon program

logic for execution by the processor, the stored program

logic comprising:

predetermining logic executable by the processor for
predetermining a set of rules, each predetermined rule
specifying actions to be selectively taken based on a
corresponding test that is performed to determine at
least one attribute of a client device, the at least one
attribute comprising a location of the client device,
the client device’s location is used for testing in accor-
dance with a number of rules of the set;

rule engine logic executable by the processor for pro-
cessing and modifying an input text received from the
network application, the rule engine logic further
comprising logic executable by the processor for
evaluating, a performance of at least one test that
corresponds to at least one of the set of predetermined
rules to generate an output text for forwarding to the
client device, wherein the output text is based on the
modified input text, and based on at least one attribute
determined by the evaluation of the corresponding
test performed for the client device, and wherein the
input text is independent of said attribute; and

if a plurality of predetermined rules having equivalent
priority correspond to the input text, then at least the
number of terms in the test are employed to determine
the priority for evaluating each of the plurality of
predetermined rules, wherein each predetermined
rule having more than one device realm property is
organized for retrieval based at least on retrieval cost;

wherein validating each rule includes checking a realm
dictionary for a description of information that the
rule can be tested against, checking an action dictio-
nary for a description of possible actions that the rule
specifies, generating optimized rules based on the
checking of the realm dictionary and the action dic-
tionary, and generating a rules file with the optimized
rules in a position-independent format.

17. The system of claim 16, wherein the attributes com-
prise at least two attributes selected from the group consisting
of specifications of the client device, identity of a user, iden-
tify of network carrier associated with the client device,
markup language supported by the client device, and current
date.

18. The system of claim 16, the stored program logic fur-
ther comprising rules processor logic executable by the pro-
cessor for validating and translating rules for use by the rule
engine.

19. The system of claim 16, wherein the set of predeter-
mined rules comprises a first predetermined role associated
with a first advertisement reference and a second predeter-
mined rules associated with a second advertisement refer-
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ence, and wherein the second advertisement reference is
selectively inserted in the input text based on an evaluation of
the first predetermined rule.
20. The system of claim 16, further comprising:
second rule engine logic executable by the processor for 5
processing a second set of predetermined rules to gen-
erate an application output text for sending to a number
of client devices, each predetermined rule of the second
set of predetermined rules specifying actions to be selec-
tively taken based on a corresponding specified test. 10
21. The system of claim 20, wherein the output text is
forwarded to the first instance of the rule engine for process-
ing prior to being forwarded to the client device.
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